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Introduction to TPMs (1)

= Hardware-based random number generators
= Cryptographic functions

= Signatures, Hash (SHA-1), Encryption (RSA), Key
generation

= Platform Configuration Registers (PCR)
= Storage of integrity measurements

Platform PCR[23]
Obt-In Computing Non-volatile || Configuration — —_—
P Engine Storage Registers
(PCR)
Input/Output
Random
Dl HMAC E?nsﬁng g?(t: Number | PRt
Hash Engine g y Generator PCRIO
Generator (RNG) [0]
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Introduction to TPMs (2)

* TPMs main goals
* Security Anchor inside the system

* Sealing / Binding to a certain Platform
configuration

 Attestation of the platform state

= Every TPM has a unique key called
Endorsement Key - Modes of Operation:

* The TPM has 8 states: ( S1 - Enabled - Active - Owned
-~ S2-Disabled - Active - Owned
@ - S3 - Enabled - Inactive - Owned
S4 - Disabled - Inactive - Owned
tom S5 - Enabled - Active - Unowned
S6 - Disabled - Active - Unowned
S7 - Enabled - Inactive - Unowned
S8 - Disabled - Inactive - Unowned
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Platform Integration (1)

* TPMs are disabled by default

at)
19647/ J6K upper nenoi

Centoo 64Bit

Press enter or » to boot the selected 05, 'e’ to edit the
connands before booting, 'r’ to reload, ‘c’ for a command-line,
"/TaN’ to search or « to go back if possible.
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Platform Integration (2)

* Enable the TPM in the BIOS
* Press F10 to enter BIOS
* Enter “tpm” as Setup Password

HP Ethernet Boot Agent v18.8.9
Copyright (C) 20608,2086 Hewlett-Packard Development Company, L.P.
All rights reserved.

——— —
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Platform Integration (3)

* Enable the TPM in the BIOS
* Security -> TPM Embedded Security
 Embedded Security Device State -> , Enable”

Computer Setup

‘ffvaLuck Passuwords TPM Enbedded Security
| Smart Card Security
Il TPH Embedded Security
Systen IDB. Enbedded Security Device Availability Available
Disk Sanitizer Embedded Security Device State BEnable

Reset To Factory Settings No

Power-0On Authentication Support Disable
Automatic DrivelLock support )

Reset Authentication Credential No

0S management of Embedded Security Device Enable
Reset of Embedded Security Device from 0S Disable

F1B8=Accept, ESC=Cancel’

gure Embedded Security

e <2 Sirrix AG
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Platform Integration (4)

* Enable the TPM in the BIOS
 ,Save Changes And Exit"

| Save Changes And Exit Setup [ <F1=About> |

<2 Sirrix AG

— security technologies

11 h etiss TPM Laboratory | © 2007 Sirrix AG




Y v W i 1
M . MISGCUFIW technologies

Platform Integration (5)

* Enable the TPM in the BIOS
* Press "F1” to Accept

[he following configuration change was requested to
this conputer’s Trusted Platforn Module C(TPM):

Enable and Activate the TPM

NOTE: This action will switch on the TPM

<> Sirrix AG
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Platform Integration (6)

* Now the TPM should be available and detected!

Gentoo 64Bit

Press enter or + to boot the selected 0S, 'e’ to edit the
conmands before booting, 'r’ to reload, ’c’ for a command-line,
'#/TaN’ to search or « to go back if possible.
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TPM device drivers (1)

* In order to use a TPM with Linux, a TPM device driver
has to be available

= Currently, the following device drivers are available
within any modern Linux kernel:

* Atmel TPM 1.1b
e modprobe tpm atmel

* NSCTPM 1.1b

e modprobe tpm nsc
* Infineon TPM 1.1b + TPM 1.2
* modprobe tpm infineon

* Generic TIS driver for TPMs 1.2
« modprobe tpm tis

<2 Sirrix AG
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TPM device drivers (2)

| & root@acme:lusrisrellinux - Befehlsfanster - Konsole = :]:I_' X
' Sitzung Bearbeiten Ansicht Lesezeichen Einstellungen Hilfe

Linux EKernel vZ.E6.17.8 Configuration -

Arrow keys navigate the menu. <Enter> selects submenus —--—->. Highlighted
letters are hotkeys. Pressing <¥> includes, <N> excludes, <M> modularizes
features. FPress <Esc><Esc> to Exit, <75 for Help, </> for Search.
Legend: [*] built-in [ ] excluded <M> module < > module capable

eneric Driver Options -—-->

onnector - unified userspace <—> kernelspace linker -—--—->
M mory Technology Deviceh (MTD) —--—-> - :
arallel port sSupport —-—-->
Plug and Play support ——-—3>

lock devices --—-> _

TL/KTAPI/MFM/ELL support ———3

C5I device support -—-—->
M lti-device support (RAID and LVH)

usicn MPT device support —-——3

EEE 1394 (FireWire) support --->

£ Exit = = Help >

|;]| & Befeh|sfenster Ao
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TPM device drivers (3)

| & root@acme:lusrisrellinux - Befehisfenster - Konsole E= g x

Sitzung Bearbeiten Ansicht Lesezeichen Einstellungen Hilfe

Linux EKernel vZ2.E6.17.8 Configuration A

Arrow keys navigate the menu. <Enter> seslects submenus --->. Highlighted
letters are hotkeys. Pressing <¥> includes, <N> excludes, <MN> modularizes
features. FPress <Esc><Esc> to Exit,_<?k for Help,_<fk for Search.
Legend: [*] built-in [ ] excluded <M> module < > module capable

[*] 1lug and Play support

[1 nP Debug Messages

-——- Protocols -

ﬂ*] Flug and Play ACFI support (EXFEETHMENTAL)

< Exit > < Help »

\=| | = Befehlsfenster Ao
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TPM device drivers (4)

| & root@acme:lusrisrellinux - Befehlsfanster - Konsole = :]:I_' X
' Sitzung Bearbeiten Ansicht Lesezeichen Einstellungen Hilfe

Linux EKernel vZ.E6.17.8 Configuration -

Arrow keys navigate the menu. <Enter> selects submenus —--—->. Highlighted
letters are hotkeys. Pressing <¥> includes, <N> excludes, <M> modularizes
features. FPress <Esc><Esc> to Exit, <75 for Help, </> for Search.
Legend: [*] built-in [ ] excluded <M> module < > module capable

ode maturity level options ——-3>
eneral setup --—-> '
nadable'mndule ﬂuﬁpn;t G
lock layer —--=
rocessor type and features -—-->
owsr managemsnt options (ACPI, APM) -—-->
us options (PCI, PCMCIA, EISA, MCA, ISL) --->
¥ecutable file formats -—-—->
N tworking ---»
Dewvice Drivers
ile systems -—--»>

£ Exit = = Help >

|;]| & Befeh|sfenster Ao
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TPM device drivers (5)

| [ root@acme:lusrisrellinux - Befehlsfenster - Konsole

Linux EKernel vZ.E6.17.8 Configuration

20 device sSupport -—--—->

DN subsystem —-—-->
elephony Support --->

Character devices
2C support -—-->
PI support --->
allas's l-wire bus -—---3

Sitzung Bearbeiten Ansicht Lesezeichen Einstellungen Hilfe
.
Arrow keys navigate the menu. <Enter> selects submenus —--—->. Highlighted
letters are hotkeys. Pressing <¥> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <97 for Help, </> for Search.
Legend: [*] built-in [ ] excluded <M> module < > module capable
EEE 1394 (FireWire) support --->
N twork devi:e sSupport —_——
nput device support -—--—->
H rdware Monitoring support --->
< Exit = < Help =
Fs
-
Ao

IE.:” | Befehlsfenster
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TPM device drivers (6)

| G root@acme:fusrisrcllinux - Befehlsfenster - Konsole = pd
' Sitzung Bearbeiten Ansicht Lesezeichen Einstellungen Hilfe

Linux EKernel vZ.E6.17.8 Configuration

Arrow keys navigate the menu. <Enter> selects submenus —--—->. Highlighted
letters are hotkeys. Pressing <¥> includes, <N> excludes, <M> modularizes
features. FPress <Esc><Esc> to Exit, <75 for Help, </> for Search.
Legend: [*] built-in [ ] excluded <M> module < > module capable

< = IL chipset support
< > ransmeta EIIiéénn SUpport
< » irect Rendering Manager (XFreeBE 4.1.0 and higher DRI support)
CMCIA character dewvices ===
CP Modem (Mwave) support : :
' MD CS5535/CS553€ GPIO (Geode Companion Device)
AV driver (/dev/raw/rawl) (OBSOLETE)
H ET - High Precision Event Timer
H ngcheck timer
TEFM devices >

£ Exit = = Help >

IE.:” | Befehlsfenster
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TPM device drivers (7)

| [ root@acme:lusrisrellinux - Befehlsfenster - Konsole

|| Sitzung | Bearbeiten Ansicht Lesezeichen Einstellungen Hilfe
Linux EKernel vZ.E6.17.8 Configuration -

Arrow keys navigate the menu. <Enter> selects submenus —--—->. Highlighted
letters are hotkeys. Pressing <¥> includes, <N> excludes, <M> modularizes
features. FPress <Esc><Esc> to Exit,_<?h for Help,_<fh for Search.
Legend: [*] built-in [ ] excluded <M> module < > module capable

Eﬁh TPM Hardware Support

< x FM Interface Specification 1.2 Interface
<*> N tional Semiconductor TPM Interface

< = tmel TPM Interface

< = nfineon Technologies TFM Interface

£ Exit = = Help >

=

8 Befehlsfenster Ao
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TPM device drivers (8)

= HP compaq 6715b laptops we are using are
equipped with an Infineon TPM 1.2

= Therefore, we have two options on TPM-device
drivers:

* legacy Infineon TPM 1.2
* modprobe tpm infineon
* Generic TIS driver for TPMs 1.2
« modprobe tpm tis
= We will use tpm infineon

<> Sirrix AG
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TPM device drivers (9)

= Step 1: Open a Terminal / Konsole
click on this desktop icon
= Step 2: Load the device driver

* sudo modprobe tpm infineon

= Step 3: Verify, that the TPM device driver has
loaded successfully:

* lsmod | grep tpm
e dmesg | grep tpm

= Step 4: Verify the existence of the
correct node-device

*ls -1 /dev/tpmO
should be user:tss, 10, 224

<> Sirrix AG
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TPM device drivers (10)

= Step 5: Verify the existence of sysfs-directory

* 1s -1 /sys/class/misc/tpm0O/device

caps
1d
options
pCrs
pubek

resources

* Now we should be able to communicate with the
TPM via /dev/tpm0

<> Sirrix AG
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TPM device drivers (11)
= Read out the Platform Configuration Registers (PCRSs)

e cat /sys/class/misc/tpm0/device/pcrs

- selhorst@wile_64:~ - Befehlsfenster - Konsole

Sitzung Bearbeiten Ansicht Lesezeichen Einstellungen Hilfe

6 52 DE
D 00 08 30 00 00 0
B 00 00 B0 00 00 0C

EE
FF FF
5 60 00 80

= We will come back to PCRs in section “Chain of Trust”

<2 Sirrix AG
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TPM device drivers (12)

* Read out the
Public Endorsement Key

« cat /sys/class/
misc/tpm0/device/
pubek

etiss TPM Laboratory |

Q root@wile 64:~

- Befehlsfenster Nr. 2 - Kon — O X

Sitzung Bearbeiten Ansicht Lesezeichen

Einstellungen Hilfe

cat /s

0O 0e A
e 00 03
eme: 00 01

class/misc/tpmi/device/pubek

|E{EFE: ao 08 08 OF A 02 00 00 66 60
lus length: 256

6 3A 97 FO
FD 67 03

Qo@D @ m

Elc 0 1 1w I

0 L e ]

y LN

e
DB

lefehlsfenster

| | Befehlsfenster Nr. 2 [BL

© 2007 Sirrix AG
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TPM open source software (1)

= Available Open Source Software:

* TrustedGRUB

* http://sourceforge.net/projects/trustedgrub
* TrouSerS TSS

* http://sourceforge.net/projects/trousers
 TPM-Tools

* http://sourceforge.net/projects/trousers
* OpenSSL TPM-Engine

* http://sourceforge.net/projects/trousers
 TPM-Manager

« http://sourceforge.net/projects/tpmmanager

<> Sirrix AG
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TPM open source software (2)

= Open Source Software high-level hierarchy

TrouSerS TrouSersS
TPM Manager TPM Tools OpenSSL
TPM Engine

l

—» Chap. 5

<> Sirrix AG
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TPM open source software (3)
= TrouSerS TSS architecture

Application Application
o~ = — —_—— — Tspi
TSP TSP
—_——— — — — — — — — — — — — — — — [(S§]
TCS
g — Tddli
= TDDL

User Space

<> Sirrix AG
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TPM open source software (4)

= TrouSerS TPM communication

TODLI: | Jdev/tprmo: | | TPM chip: |
1 -y |

1: Tddli Open() |

2: Tddli_TransmitDatal) 1. chip-:-vendur.senc]n

2.2 chip-:-uendur.reJle

3: Tddli_TransmitDatal) 2 |
__________________________________________________ -

<> Sirrix AG
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TPM open source software (5)
= Start TrouSerS:

~S sudo /etc/init.d/tcsd start

* Starting TrouSerS' TCS daemon (tcsd) ... [ ok ]

= Start the TPM-Manager:

~$S tpmmanager

<> Sirrix AG
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TPM open source software (6)
= TPM-Manager:

4 TPM Manager — O x
Status [ Details | Capabilities | PCRs l
Owner Settings
TPM Settings
Advanced TPMTSSStats
About TPM driver found L 4
TSS system found L 4
Endorsement Key available L 4
TPM enabled L 4
TPM activated L 4
TPM owner set (%] <
—TPM Status
v enabled
Vv activated
€3 owner set

<2 Sirrix AG
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TPM open source software (7)

36 *&

= TPM-Manager:

“ TPM Manager

Owner Settings
TPM Settings
Advanced
About

—TPM Status
Vv enabled
Vv activated

€ owner set

Status | Details Igapabilities |PC55 ]

TPMDetails
Vendor |ATML ‘

Version |1_2 ‘

Firmware |13.9 ‘

TSS Vendor

|Trc-u sers I

TSS Version  [1.2, rev 0.3 |

| etiss TPM Laboratory |
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TPM open source software (8)

7

= TPM-Manager:

& TPM Manager

Owner Settings
TPM Settings
Advanced
About

— TPM Status
v enabled
v activated

€3 owner set

S |
[Status | Details |gapabilities JPCEE }
PCR[BB] cafeclca 7284528 2c857aed 73792944 d3173255 E
PCR[®1] 584fcB5a 1la®7c315 56a30836 94e409f5 33203eel
PCR[B2] 53de584d cefd3fea 7dacla24 0aB835893 896T218d
PCR[B3] 3a3f780f 11a4b499 69fcaald® cd6e3957 c33b2275
PCR[B4] eB88lfsdb abfl15c5bh f1787e01 dofgslse c9ci8llle
PCR[B5] bB2ac755 3410968d le8ea2l3 1377c32b 642baBef
PCR[BE] 5852579 48997fee Befd2083 Ochaddle b353ch28
PCRI[®7] 3a3f786f 11a4b499 69fcaald cd6e39s7 c33b2275
PCR[®8] 8673ecd49 068082bd cd4fe28a cf5blOcd deecdesd
PCR[B9] 8fa3aclc 3aféb32c 2162de20 642cO678 eeechb432
PCR[18] O0OOEO0GE OOROOGO0 0OOOOOOE OOOGOEAE OMEOOEOBO
PCR[11] ©0O0OOOG0 0OQOOGOO0 OOOOOOOO OODOOOOOD ODOOOOOBO
PCR[12] 18175182 ad4781fc 72b3cd49 af40768a fc971c3d
PCR[13] 0OMEGOE0 0OGAGOA0 OODOREOEA GAOGEOOOE OGOAOLOBO
PCR[14] 5c160482 0e3e5268 71b48d25 95a58d16 9619586d
PCR[15] ©0EAEE0G6 GAAOOE00 AOOOEOER POOEOEAE 0OOOAA8A
PCR[16] ©EAEO0G6 GAAOOE00 AOOOGEOER OOEOEAE MEEEAA8AO
PCR[17] ffffffff fIffffff fFFFffff FEFFFFff FIFFFF T i |
PCR[18] ffffffff FIffffff fFFFffff FEFFFFfff FIFFFF o
PCR[19] ffffffff FIffffff fFFFffff FEFFFFfff FIFFFFfef
PCR[20] ffffffff FIffffff fFFFffff FEFFFFff FIFFFF P @
nern st fEFFEff-ff¥ FELEFFEEF FEEF-FEFEF- ¥ FEF¥Ff¥Ff £F5¥E£-F L £ €

| etiss TPM Laboratory |
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TPM open source software (9)

= Taking Ownership with the TPM-Manager:

4 TPM Manager

Info Ownership | Backup
TPM Settings
Advanced Owner Management
About A TPM Owner is required to manage the TPM. Allowed operations depend on
the TPM status.

Take Ownership <
e
[ geer ]

— TPM Status

v enabled
v activated

€3 owner set

., <>
38 % etiss TPM Laboratory | © 2007 Sirrix AG = S”’HX AG
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TPM open source software (10)

= Taking Ownership with the TPM-Manager:

@ Set SRK Password

™ ——
You can choose the WELL_KNOWM_SECRET for SRK as
default value. You may be also want to set it manually.

’© Set SRK to WELL_ KNOWN_PASSWORD!

/ () Set SRK manually

& Take Ownershiv: 5et Owner Password - TPl 2 O X

. Enter the TPM owner password. The
/ owner has the right to perform special
,lr D operations on the TPM.

Password: [ttaoaaaa ]

Verify: |ttaaaaaa| |

Password strength meter: _ l

Passwords match

"o ][ oo |

<2 Sirrix AG
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TPM open source software (11)

= Taking Ownership with the TPM-Manager:

& Information: Taking Ownership - TPM I [? | X

6 TPM owner is successfully created.

Ownership | Backup

A TPM Owner is required to manage the TPM. Allowed operations depend on
the TPM status.

Change Owner Password Change

"

Clear Ownership and return the TPM to factory defaults Clear

— TPM 5tatus

v enabled
¥ activated

/ V' owner set

<> Sirrix AG
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TPM open source software (12)

= Taking Ownership — TSS interaction:

|E|% user:0wner | | Edialuq:TF’M Managerwidget | | Emicmtss:TF’M H Etrnusers:TSF’l

! 1: slotTakeOwnership ._J_

1.1: readOwnerPassword

1.2: Owner Password

| 1.3: readSRKPassword

|

|

|

|

|

|

1.4: SRK Password |
[ 1.5: takeOwnership 1

1.5.11: TPM_TakeOwnership

=

1.7: Result Dialog -

Yy

|_|T B 1.5.1; GetPolicyObject

mil
| 1.5.3; Policy_SetSecret
| L
| 1.5.5: Context_CreateObject
| o
| 1.5.7: GetPolicyObject
| *

1.5.9: Policy SetSecret

| <
|
|
ct N

<> Sirrix AG
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TPM commands (1)

= The current TCG specification 1.2 rev. 103
has > 100 TPM commands

= TPM commands are classified into 5 categories
« Mandatory
 Optional
* Deprecated
* Deleted
 Vendor-specific

= The TCG spec. part 3 defines all input and output
parameters for the available commands

= The TCG spec. part 2 defines the actual values for the
parameters, structures, commands etc.
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TPM commands (2)

= Every command consists of at least 3 parameters:
« TPM TAG tag
-> defines the degree of authorization

e UINT32 paramSize

-> defines the total amount of input bytes

« TPM COMMAND CODE ordinal

-> represents the function, the TPM shall execute
= Every TPM command will be processed by the TPM
= The TPM always responds with a return code

<2 Sirrix AG
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TPM commands (3)

= There are 1 + 4 types of return codes
= Successful operation:
* Return code is TPM_SUCCESS (0x0)

 Additional data might be included in the response
(e.g., if a key shall be created, the response will also
contain the generated key)

= Error during operation:

 When a command fails for any reason, the TPM must
return only the following 3 items:

« TPM_TAG_RQU_COMMAND (2 bytes)
« ParamLength(4 bytes, fixed at 10)
* Return Code (4 bytes, never TPM_SUCCESS)

<2 Sirrix AG
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TPM commands (4)

= The return codes for errors are divided into 4 categories:
« TPM defined fatal errors
* (0x001 to Ox3FF)
 Vendor defined fatal errors
* (0x400 to Ox7FF)
* TPM defined non-fatal errors
* (0x800 to OxBFF)
 Vendor defined non-fatal errors
* (OxCOO0 to OXFFF)
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TPM commands (5)

= Currently 99 TPM defined fatal errors:
* Defined in TPM spec. part 2, pages 1311t

TPM-defined fatal error codes

Name Value Description

TPM_AUTHFAIL TPM BASE +1 Athertication faled

TPM BADINDEX TPM BASE +2 Theinde: toa PCR, DIR or cther register is incomect

TA4 BAD PARAMETER TPM BASE +3 Ore or rmore perameteris bad

TPM_AUDITFAILURE TPM BASE +4 An operation conpleted surcessfly bt the aLdting of thet gperation falled
TPM CLEAR DISABLED TPM BASE +5 The dear disaleflagis s&t and &l dear operdions now reire physicd access
TPM_DEACTMATED TPM BASE +6 TheTPM is deadivated

TPM DISABLED TPM BASE +7 The TPM is dsaed

TPM DISABLED CMD TPM BASE +8 The targat conmend hes been dsated

TPM_FAIL TPM BASE +9 The operdlicn failed

TPM BAD ORDINAL TPM BASE +10 The ordird wes rlepan orinconsistert

TPM INSTALL DISABLED TPM BASE +11 The ahility to inst=ll an owneris disshled

TPM INVALID KEYHANDLE TPM BASE +12 The key hande can ot be irterprated

TPM_KEYNOTFOUND TPM BASE +13

Thekey harde parts to aninvalidkey
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TPM

commands (6)

= Example of the input / output parameters of the TPM

command TPM PCRRead

PR rAc Type Name Description
# |52 # | 82
1| 2 TPM_ TAG tag TPM_TAG RQU COMMAND
i 4 LINT32 paranGize Total nurber of input byvies induding parerBze and tag
3| 4| 15| 4 | TPM COMMAND CODE ordinal Comend ordinat TPM ORD PCRRead
4 4 25 4 TPM_PCRINDEX porindex Index of the PCR. 1o be read
Outgoing Operands and Sizes
PARAM HMAC
T3 T= Type Name Description
1| 2 TEM TAG tag TPM TAG RSP COMMAND
2 4 LINT32 paranbize Totd nurrber of cutput bytes induding pamanGze and tag
3 4 15 4 TPM_RESULT rebmiCode The retum code of the operglion
25 | 4 | TPM_COMMAND CODE ordind Comend ordinat TPM ORD PCRRead
4 2§ 35 | 20 | TPM_PCRVALUE ouDigest The curent contents of the named PCR
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TPM commands — exercises

* Now we are going to write some TPM commands
= The needed TCG specification is located at:

/home/etiss/Desktop/exercise/spec

= There are two different versions available, since the
latest revision 103 didn't update the table-of-content

= Before executing any of the commands, the TrouSerS-
daemon tcsd has to be stopped!

e sudo /etc/init.d/tcsd stop

= Since the permissions on /dev/tpm0 belong to

TrouSerS, we have to change this in order to gain read-
write-access to the TPM device:

e sudo chmod 666 /dev/tpm0

<2 Sirrix AG
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TPM commands — exercise 1

= /home/etiss/Desktop/exercise/codel/

contains a code skeleton using the TPM-command
TPM GetCapability. Please fill out the missing

capability parameters:

#define TPM CAP PROPERTY

#define TPM CAP VERSION VAL
#define TPM CAP PROP MANUFACTURER
#define TPM CAP PROP OWNER

e make

e ./tpm getcapabilities
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TPM commands — exercise 2

= /home/etiss/Desktop/exercise/code2/
contains a code skeleton of the TPM-command
TPM Extend. This code will hash a file and extend it into
the defined PCR. Please fill out the missing
command parameters:

#define TPM EXTEND TAG
#define TPM EXTEND PARAMSIZE
#define TPM EXTEND ORDINAL
#define TPM EXTEND PCR INDEX

e make

« ./extend pcr <some filename>
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Content

= Introduction to TPMs

= Platform Integration

= Using the TPM with Linux
* TPM commands

* The Chain of Trust
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’ stantiation based on TCG approach

Measurement

Trusted §Eg0S) = OS measures App

BIENTIEasUIesios
= PCR[1] &L‘
[ . haraware | PCRI0] - BIOS™ measures BL

Meios CRTM measures BIOS

Trusted Components:
o Core Root of Trust for Measuremsnt (CRTM)
o Trusted Platform Module (TPM)

<C> e
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The Chain of Trust (2)
"New TCG BIOS commands added

= Examples
— TCG_StatusCheck: Checks whether a TPM is available

— TCG_HashAll: Computes SHA1 hashes of given input
data (boot loader)

— TCG_PassThroughToTPM: Sends TPM commands to
the TPM via BIOS TPM Driver

= Command calls via Interrupt Ox1Ah

* All commands have an Input Parameter Block
(IPB) and an Output Parameter Block (OPB)

<> Sirrix AG
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The Chain of Trust (3)
Detailed TCG BIOS Example

= TCG_PassThroughToTPM

= IPB: contains TPM command and parameters as specified in TCG
specification (e.g., TPM_Extend)

= On Entry:
Ah: OxBB /[ TCG command
Al: 0x02 /I Function selector

(here TCG_PassThroughToTPM)

ES:DI: // Pointer to IPB
DS:Sl: /[ Pointer to OPB
EBX: 0x41504354 /I , TCPA
ECX: 0
EDX: 0
Int: OX1A I Interrupt

= On Return:

EAX: TCG BIOS Return code
DS:Sl: Updated reference buffer (OPB)

<2 Sirrix AG

= security technologies

h | etiss TPM Laboratory | © 2007 Sirrix AG




: MSecurity technologies

The Chain of Trust (4) - TrustedGRUB

= According to TCG SEecification measurements
performed up to MB

* TrustedGRUB extends the common available GRUB
boot loader with mechanisms realizing authenticated
boot up to OS

TrustedGRUB = TCG extended BIOS (CRTM) +
GRUB + TPM functions

= “stage1” measures subsequent stage “stage2”

= “stage2” measures OS components (e.é;., kernel),
configuration file and optionally any additional files

* No direct communication with TPM
= applies BIOS-calls instead (defined by the TCG)
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The Chain of Trust (5) - TrustedGRUB
e
_ Ecﬁ#lguratiun

Extended
Boot Loader

Multiboot
Modules

Extended
Hardware

root host

- is measured by

—» {ransfers control to
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The Chain of Trust (6) - TrustedGRUB

= Platform Configuration Registers (PCRs)

] selhorst@wile 64:~ - Befehlsfenster - Konsole

Sitzung Bearbeiten Ansicht Lesezeichen Einstellungen Hilfe

cat /sys/class/misc/tpmB/device/pcrs
72 8F 45 28 2C 85 JA E9 73 79 AO 44 D3
1A 07 C3 15 56 A3 08 36 94 E4 09 F5 33
CE FO 3F 6A 7D AC 1A 24 0OA 83 58 93 89
11 A4 B4 99 69 FC AA BO CD BE 39 57 C3
AB F1 5C 5B F1 78 7E 01 DO F8 51 5E C9
34 16 96 8D 1E BE A2 13 13 77 C3 2B 64
48 99 JF EE 8E FD 20 83 0C oA 84 1E B3
11 A4 B4 99 69 FC AA BO CD BE 39 57 C3
06 80 82 BD CD 4F 02 8A CF 5B 10 CO DE
3A FB6 B3 2C 21 62 DE 20 64 2C 06 78 EE
0o 00 00 00 00 00 00 00 00 OO0 0O 00 GO
0o 00 00 00 00 00 00 0O 00 OO0 6o oo
AD 47 B1 FC 72 B3 (D 49 40 FC
0o 00 00 00 00 0O 6o 0o ¢ g
OE 3E 52 68 71 B¢ 25 AS 1 1
0o 0o eo 6e 0o oc

0o 00 00 06 00 00 00 BE

FF FF FF FF FF FF
FF FF FF FF FF FF
FF FF FF FF FF FF
FF_FF FFFF FF FF
FF FF FF FF FF FF
FF FF FE'FF FF FF
00 60 00 PO 00 00

| T T T T

[ B g e W W o e o e |
=
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The Chain of Trust (7) - TrustedGRUB

= Platform Configuration Registers represent the
current platform state

= The platform can only be trustworthy, if a
complete, uninterrupted chain-of-trust exists

= PCRs can only be extended and are not
resettable until platforms reboot (except for
PCRs 17-22 in TPMs 1.2)

= By extending a PCR with a new measurement,
the resulting value will be:

PCR = SHAI(PCROld | | newValue)

new
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The Chain of Trust (8) - TrustedGRUB

= To verify the content of PCRs 13 and 14 a tool exists
called:

verify pcr
= Usage:

~ $ verify pcr <initial PCR> <files 1-n>
= Example:

~ $ verify pcr NULL /boot/vmlinuz

Result for PCR:

5c 16 04 82 0Oe 3e 52 068 71 b4
8d 25 95 ab 8d 16 96 19 58 od

ﬁ Sirrix AG

= security technologies

60 %‘ etiss TPM Laboratory | © 2007 Sirrix AG




Sirrix AG security technologies

Thank you!

N Any Questions?

“—~—> Marcel Selhorst
m.selhorst@sirrix.com
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